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Audit Report Distribution  
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Audit Committee The Audit Committee, at its meeting on 23rd July 2015, will receive the Executive Summary. 
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1. Background 

 

1.1. This report summarises the findings from the audit of IT General Controls at South Lakeland District Council.  This was a planned audit 

assignment which was undertaken in accordance with the 2014/15 Audit Plan.  

 

1.2. A shared IT service between Eden District Council and South Lakeland District Council became operation in April 2012, as part of a 7 year 

agreement.  Each council contributes proportionately to the cost of the shared IT service and the risks and rewards resulting from this 

arrangement are shared by the two councils. The operational board consists of the Assistant Director –Policy and Performance, South Lakeland 

District Council, the Director of Finance, Eden District Council and the IT Shared Service Manager.  

 

1.3. There is currently an ongoing project at South Lakeland District Council to review and update the overarching framework for Information 

Governance policies; the intention being that the outcomes from this review will also be used to inform the subsequent arrangements at Eden 

District Council.  

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 

 

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Assistant 

Director – Policy and Performance. The original agreed scope areas for consideration were identified as follows: 

 Policies & Procedures 

 Access controls,  

 Physical & Environmental controls 

 Operations security  

 Security incident management. 
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3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within the identified scope areas 

relating to General IT Controls provide reasonable assurance. 

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4. Summary of Recommendations and Audit Findings  
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are 3 audit recommendations arising from this audit review and these can be summarised as follows: 

 

No. of recommendations 

Control Objective High Medium Advisory 

Management - achievement of the organisation’s strategic objectives  - - - 

Regulatory - compliance with laws, regulations, policies, procedures and contracts  - - - 

Information - reliability and integrity of financial and operational information (see section 5.1) - 1 1 

Security - safeguarding of assets (see section 5.2) - 1 - 

Value - effectiveness and efficiency of operations and programmes  - - - 

Total Number of Recommendations - 2 1 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 The Council has recognised the need to strengthen its Information Governance framework and supporting processes and, as such, has 

committed resources to delivering a key improvement project of this area in 2015. 

 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority issues: 

 There are no high priority issues to report. 

 

4.4.2. Medium priority issues: 

 Refresh of evidence of user acceptance of policies. 

 

4.4.3. Advisory issues: 

 More proactive identification of starters and leavers; 

 Publication to all users of procedures for dealing with a security breach. 

 

Comment from the Assistant Director – Policy and Performance 

I am pleased with the outcome of this audit.  The audit recommendations support and will be addressed through ongoing corporate and IT 

project work. 

 


